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Introduction

Although small or homogenous organizations might efficiently manage data, resources, and services by deploying a single Active Directory® directory service forest, many large, heterogeneous organizations deploy multiple forests. Organizations that deploy multiple forests might deploy Microsoft® Exchange Server 2003 in more than one forest in their organization. When organizations deploy Exchange in more than one forest, they have separate global address lists (GALs) in each forest. To enable users to view the same GALs across these forests, the GALs must be synchronized by using Microsoft Identity Integration Server 2003 and the GAL Synchronization management agent (MA).

Microsoft Identity Integration Server 2003 improves communication and responsiveness by synchronizing Active Directory objects between the two Active Directory forests that contain their Exchange Server 2003 global address lists (GALs).

Before You Start

This document provides a detailed description of the GAL synchronization architecture for two forests for two organizations (Forest 1 and Forest 2), as well as guidance for deploying, extending, and operating GAL synchronization for your environment. For examples of how this works, see Microsoft Identity Integration Server 2003Microsoft Identity Integration Server 2003 GAL Synchronization Step-by-Step.

Exchange Server 2003

Servers running Exchange Server 2003 do not host their own directory service. The Exchange Server directory service is integrated with Active Directory. All Exchange data is retrieved from the global catalog servers in Active Directory. When users want to find a person within their organization, they usually search the GAL, which is an aggregation of all messaging recipients in the enterprise. The GAL contains all recipients within the organization, including all mailbox-enabled users, mail-enabled users, groups, and contacts. Exchange Server 2000also uses the GAL.

Before the implementation of the Microsoft Identity Integration Server 2003 GAL synchronization solution for the organizations, employees of one forest could not search for employees in another forest by using their GAL because the Exchange Server users are in separate forests, and the global catalog servers for each forest do not hold the GAL for the other. By propagating users, contacts, and groups from one forest GAL as contacts into the GAL of the other forest, Exchange Server users in one forest can search for employees from another forest in their local GAL stored in their forest’s Active Directory.

Microsoft Identity Integration Server 2003 GAL Synchronization

Using Microsoft Identity Integration Server 2003, the Active Directory user, group, and contact objects in both of the forests are imported into the metadirectory to create new objects. From the metadirectory, the metadirectory objects are synchronized to both Active Directory forests to create contact objects for the mail recipients in each forest.

The Active Directory forest from which data is extracted is called the source forest. The Active Directory forest to which the data is directed is called the target forest. Synchronization occurs between Active Directory organizational units (OUs) in both the source and target forests. In the example in this document, both of the Active Directory forests use similar organizational unit structures, although this is not a requirement of the GAL synchronization solution. In this solution, you use management agents for Active Directory GAL, and configure the organizational unit structure and mail‑related information on the MAs for both forests, with a set of requirements that eventually export source forest objects to the target forest as contacts.

The goal of this solution is to provide Exchange Server 2003 GAL synchronization between two forests (Forest 1 and Forest 2). To accomplish this, Microsoft Identity Integration Server 2003 imports users, contacts, and groups in the GAL from each forest into the GAL of the other forest. The final result is bidirectional synchronization.

The Microsoft Identity Integration Server 2003 GAL synchronization solution uses two management agents (MAs) for Active Directory global address list (GAL) to import the user, group, and contact objects from each Active Directory forest into the metadirectory and then export the object data as contacts for the other Active Directory forest. Once the process is complete, users in each Active Directory forest are able to locate users in the other Active Directory forest as contact objects in their local GAL.

GAL Synchronization Architecture

Before you begin GAL synchronization, become familiar with the GAL synchronization architecture, including how the source forest objects become target forest contacts and how the various rules, management agents, and run profiles are used.

Source Forest Objects Become Target Forest Contacts

You configure a GAL synchronization MA for each forest that requires synchronization. The objects in the forests are divided into two types: objects that are imported into the metaverse, and objects that are exported from the metaverse.

All mail-enabled users, groups, and contacts in the source forest are imported into the metaverse for synchronization. For the source forest, Active Directory user objects are mapped to person objects in the metaverse, Active Directory contact objects are mapped to Active Directory contact_forest objects in the metaverse and Active Directory group objects are mapped to metaverse group objects, as shown in Figure 4.1. 

Figure 4.1   Source Forest Objects
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In addition, The MAs automatically select the container and organizationalUnit object types. These object types are mandatory because the MAs use them to discover the other selected object types in the connected data source. Source forest Active Directory user and contact objects are imported into Microsoft Identity Integration Server 2003 in the following sequence:

· The MA for Active Directory GAL tries to join Active Directory user and contact objects to an existing person object in the metaverse.

· If the MA for Active Directory GAL does not find a corresponding person object, a new person object is created (projected) in the metaverse.

Only contacts that are outside of the target domain organizational unit are projected as contact_forest to the metaverse.

The objects that are exported from the metaverse are the target OU contacts. Contact objects are created in the target forest by using Active Directory user, group, and contact objects in the source forest, as shown in Figure 4.2.

Figure 4.2   Target Forest Objects
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Although a contact can be added to a security group as well as to a distribution group, contacts cannot be assigned rights and permissions. By creating contacts in the target forest for its users and groups, users in the source forest can be located by users in the target forest, but they cannot read or write to the target forest because they do not have user rights or permissions.

After the contacts in the target forest for the users, groups, and contacts of the source forest are created by using the MAs for Active Directory GAL synchronization, a user in the target forest can send an e‑mail message to a contact, which actually sends the message to the user, group, or contact in the source forest.

Microsoft Identity Integration Server 2003 Workflow Steps

In this scenario, Forest 1 and Forest 2 have the following system setup:

· Active Directory and Exchange Server 2003 are installed on separate computers.

· All MAs are located on the computer running Microsoft Identity Integration Server 2003, which is a member server in the Forest 1 Active Directory domain.

Table 4.1 describes the steps that are performed when working with the Microsoft Identity Integration Server 2003 MAs for Active Directory GAL and the metaverse.

Table 4.1   Microsoft Identity Integration Server 2003 Workflow Steps

	Step
	Source
	Description

	Configure partitions
	MA
	Allows you to select containers or partitions that the GAL synchronization MAs will query and write to.

	Object filter
	MA
	Allows you to select the object types that will be used by the MAs.

	Connector filter
	MA
	Allows you to define rules to exclude objects based on the presence, absence, or specific values for attributes. 

	Specify attributes
	MA
	Specifies the attributes that you want to use in the source and target forests.

	Configure GAL
	Metaverse
	The metaverse schema extensions ensure that the selected objects and attributes are defined in the metaverse. A rules extension is used to extend the metaverse schema to include selected objects and attributes.

	Join
	MA
	Links a connector space object to an existing metaverse object, such as where the objects represent the same mail recipient.

	Projection
	MA
	Creates a metaverse object based on projection rules (for example, mapping Active Directory groups to metaverse groups and Active Directory users to metaverse persons), and then link that metaverse object to an existing connector space object. 

	Import attribute flow
	MA
	Determines which attributes flow from the connector space object to the metaverse object.

	Object deletion rule
	MA
	Determines whether or not a corresponding metaverse object is deleted after a connector space object is deleted or disconnected.

	Provisioning
	Metaverse
	Defines metaverse to target forest provisioning rules, which define the scope of the object type mapping from the metaverse into the Active Directory target forest.

	Deprovisioning
	MA
	Determines how a connector space object is processed after it has been disconnected from a metaverse object by provisioning.

	Export attribute flow
	MA
	Determines which attributes flow from the metaverse object to a connector space object.


Management Agents

The list of object types in the MA is a subset of all the available object types in the connected data source. The object types are represented in the connector space by a connector space object.

The list of object attributes in the MA is a subset of all the available attributes of a selected connected data source object type. The attributes and their values are not transferred into Microsoft Identity Integration Server 2003, but are represented in the connector space by the attributes of the connector space object type.

These attributes are mapped to the Microsoft Identity Integration Server 2003 metaverse object attributes as part of the attribute flow configuration. By mapping these attributes, the values associated with the source forest attributes can be imported into the metaverse, and then exported to the target forest.

Object attributes flow in two directions in this scenario. First, the Active Directory object attributes flow from the source forest to the metadirectory, and then the metaverse object attributes flow to the target forest. When the Active Directory object attributes flow from the source forest to the metadirectory, the attribute flow is described as the import attribute flow. When the metaverse object attributes flow to the target forest, the attribute flow is described as the export attribute flow.

For synchronization to occur, both connected data sources act as source and target forests. In the Forest 1 GALMA, the import and export attribute flows are directed from the Forest 1 Active Directory source forest to the Forest 2 Active Directory target forest. In the Forest 2 GALMA, the process is reversed and the import and export attribute flows are directed from the Forest 2 Active Directory source forest to the Forest 1 Active Directory target forest.

The import and export attribute flow considerations are made during the design of the MA because the containers, objects, and attributes selected in creating the MA determine the attributes and attribute values that are synchronized between the connector space and the metaverse. The explanation of each join or projection rule applies to the MAs for Active Directory GAL for both Forest 1 and Forest 2 because the object synchronization is bidirectional.

The join rules assigned to the MA for Active Directory GAL that you create for Forest 1 (referred to as Forest 1 GALMA) will not be met during its initial run because there will be no objects in the metaverse that can be joined with the Forest 1 GALMA connector space objects. On subsequent runs, the metaverse will have already been populated with objects and join rules can be met.

Partitions

Containers are typically the relative distinguished names that make up the distinguished name of an object. Containers are represented as placeholder objects in the connector space in order for their object to be located by Microsoft Identity Integration Server 2003 during synchronization.

For example, the Active Directory domain directory partitions are selected when defining the Forest 1 (referred to as Forest 1 GALMA) and Forest 2 (referred to as Forest 2 GALMA) MAs and maintain the organizational units (OUs) that are used for the GAL synchronization. During the run of the MAs, the partitions are represented in the connector space as placeholder objects. These placeholder objects are never joined or represented in the metaverse.

When synchronizing with a connected data source that uses a hierarchical structure such as Active Directory, Microsoft Identity Integration Server 2003 does not export container operations. That is, when provisioning a child object, Microsoft Identity Integration Server 2003 does not create the parent automatically. The management of containers with hierarchies must be done completely in the connected data source.

Objects

The following Exchange Server 2003 object types are involved in the synchronization of GAL data between the source and target forests:

· Mail-enabled. An Active Directory object that has at least one e-mail address defined. If the user is mail-enabled, the user has an associated e-mail address, but does not have an associated Exchange mailbox.

· Mailbox-enabled. An Active Directory object that has an Exchange mailbox associated with it.

· Group. A collection of users, groups, and contacts. There are two types of groups: distribution groups and security groups. Distribution groups are used only for e-mail. Security groups are used to grant access to resources.

To perform GAL synchronization, the management agents for Active Directory GAL import the following mail recipient objects into the metadirectory:

· Mail-enabled user objects

· Mailbox-enabled user objects

· Mail-enabled contact objects in the OU list specified by the administrator

· Mail-enabled security and distribution group objects

The following mail recipient objects are not imported into the metaverse by default but GAL synchronization can be extended to include them and other Active Directory objects:

· Mail-enabled public folders

· InetOrg user

· Dynamic distribution lists

GAL Synchronization Scenarios

The object type mappings that are addressed are the one-to-one mappings listed in Table 4.2.

Table 4.2   Object Types Used in this GAL Synchronization Scenario

	Source Active Directory 
	Metaverse
	Target Active Directory 

	User
	Person
	Contact

	Contact
	Contact_forest
	Contact

	Group
	Group
	Contact


The flows that are not addressed in the GAL Step-by-Step scenarios are the one-to-one mappings in Table 4.3, and any one‑to‑many or many‑to‑one mappings listed in Table 4.3 or Table 4.4.

Table 4.3   Object Types Not Used in this GAL Synchronization Scenario

	Source Active Directory 
	Metaverse
	Target Active Directory 

	User
	Person
	User

	Group
	Group
	Group


Microsoft Identity Integration Server 2003 does not handle multi‑mastering of these objects in any environment. All target attributes typically are overwritten by attributes from the source. Exceptions are the proxyAddresses and legacyExchangeDN attributes, which have values assigned in the target forest that must be preserved.

The decision to exclude multi‑mastering from the scenarios arises from the fact that GAL synchronization should not have multi-mastering of objects, as it is necessary for Exchange functionality to have a single source object.

Configuring Connector Filter Rules

After you run the Forest 1 GALMA and the Forest 2 GALMA, all selected objects in the connected data source are represented in the connector space; however, some object types should be prevented from ever linking to a metaverse object. Connector filter rules determine whether the Forest 1 GALMA and the Forest 2 GALMA attempt to join or project a connector space object to the metaverse, essentially filtering out objects from the connector space.

Table 4.4 shows the conditions in which connector space objects can be linked to metaverse objects as defined by the connector filter rules.

Table 4.4   Connector Filter Rules

	Object
	Conditions

	User
	The homeMDB or TargetAddress attribute is defined

Contains at least one proxyAddress attribute value

The MSExchHideFromAddressList is not set to ‘true’

Contains a LegacyExchangeDN attribute value

	Contact
	The TargetAddress attribute is defined

At least one proxyAddress attribute value is defined

The MSExchHideFromAddressList is not set to ‘true’

Must have a LegacyExchangeDN attribute value, but only if the method of creation for the object was projection and not provisioning

	Group
	The MSExchHideFromAddressList attribute is not set to ‘true’

A LegacyExchangeDN attribute value is defined


The code below from the GAL Sync MA extension indicates how we ensure that objects that have hide from address list set are not exported out to other forests:

 

' If hide from address list is present and is true,

            ' this object cannot be exported

            '

            If csentry(HIDE_FROM_ADDRESS_LIST).IsPresent Then

                If csentry(HIDE_FROM_ADDRESS_LIST).BooleanValue Then

                    Return True

                End If

            End If

Configuring Join and Projection Rules

Join and projection rules are defined in Forest 1 ADMA and Forest 2 ADMA. When you run these MAs for the first time in a new or pristine environment, the join criteria is not satisfied, and projection rules are applied to the selected source forest objects and attributes.

Join Rules

When you run Forest 1 ADMA and Forest 2 ADMA, the MAs for Active Directory GAL search for joins by using a list of metaverse object attributes. The search attempts to match metaverse object attributes with connector space object attributes. If any of the search criteria are met, then a join is established.

The following join rules are applied:

· If there is more than one candidate in the metaverse for a join, an exception occurs and an error is logged.

· If a contact that exists in the authoritative contact organizational unit in the source forest is joined to any object in the metaverse, an error is logged. Contacts in the authoritative contact organizational unit in the source forest are used for projection only. An exception does not occur because contacts are not supposed to flow into the target forest. 

· A join to a metaverse object that is already joined is only allowed if the joined metaverse object is a provisioned contact. In this case, provisioning clears up this duplicate. A warning is logged when this join occurs. In all other cases (where the joined metaverse object is a provisioned contact), a join to an already joined metaverse object is not allowed and an error is logged.

Table 4.5 lists and describes the attributes for connector space objects and metaverse objects that are used to resolve joins.

Table 4.5   Join Rules Criteria

	Active Directory
Object Attribute
	Metaverse Attribute
	Description

	TargetAddress
	TargetAddress
	If an Active Directory contact object has the same target address as the metaverse person object, then it represents the same entity and a join occurs.

	ProxyAddresses
	LegacyExchangeDN
	If the proxy address is an x500 proxy, a join occurs if the LegacyExchangeDN of a metaverse object matches a value in the proxyAddresses of contact. 

	ProxyAddresses
	ProxyAddresses
	If any of the proxyAddresses values in the target forest match any of the proxyAddresses values in the metaverse, then a join occurs because the proxyAddresses values in the target forest represent the same entity.

	LegacyExchange DN
	Multivalued LegacyExchange DN
	If the multivalued LegacyExchange DN in the metaverse contains the single-valued LegacyExchange DN from Active Directory, these represent the same object. This is direct and not scripted.


If an object is joined outside the target forest organizational unit, Microsoft Identity Integration Server 2003 logs a warning with information about the object and requires you to move the data into the target forest organizational unit.

Projection Rules

After the MA applies join rules, the MA applies the projection rules. During projection, connector space objects that have not passed the join rules are projected to the metaverse. In this scenario, you use declared projection rules to project the connector space objects that represent the source forest objects into the metaverse.

The MAs run the following projection rules against the connector space user, contact, and group objects representing the data source objects:

· User. A user object that is not in the target forest organizational unit is always projected into the metaverse as a person object. If a user object is found in the target forest organizational unit, this event is logged and an exception is thrown.

· Contact. If a contact does not meet any of the following criteria, then it is projected into the metaverse as a contact_forest:

· If a contact object does not match up to any person, group, or contact object.

· If a contact object is not in the target forest organizational unit.

· If a contact object is in the container list specified by the administrator.

· Group. A group that is not in the target forest organizational unit is always projected into the metaverse as a group object. If a group is found in the target forest organizational unit, this event is logged and an exception is thrown.

Rule Conditions

There are two situations where the join and projection rules are applied to the synchronization of connector space objects:

· A selected object is newly imported from the Active Directory forest.

· A selected object that is a disconnector object in the connector space for an Active Directory forest is changed. Running a Full Synchronization run profile affects all disconnector objects.

Additional rules are applied to connector space and metaverse objects when a selected object is deleted in the source Active Directory forest.

Selected Object Is Imported from Source Active Directory Forest

The initial import of objects from the Active Directory connected data source represents the first step in this scenario. This step is run without provisioning enabled. The objective of this initial import is to bring the information about the selected data source objects from both forests into the metadirectory. This is accomplished when you run the Full Import run profile for each MA for Active Directory GAL. During this step the following rules are evaluated:

· Join rules. If contacts for an source object already exist within the source forest, due to prior synchronization or disaster recovery, then this is not a pristine environment and join rules may succeed. If the contact object is in the target forest organizational unit, multiple join rules for contacts exist in both MAs that will join a contact with a person, group, or contact_forest, but only if the target address matches any value in the proxyAddresses attribute in the metaverse.

· Projection rules. Although as much information is obtained from the connected data source into the metadirectory as is possible, it is not desirable to discover and project objects that come from the target organizational unit that is used by Microsoft Identity Integration Server 2003 to export contacts. Without any specific rules, an import run would import these objects back into the metadirectory. In GAL Sync deployments, a rules extension for the projection rule is used to prevent this import from happening. The rules extension checks for any imported contacts that have already been provisioned. All other object types have declared projection rules.

· Import attribute flow. After the projection, the import attribute rules are evaluated. The direct attribute mappings flow attributes directly from the connected data source attribute to the metaverse target attribute. In this scenario, the custom attribute flow mappings are defined in the rules extension, which calls the MapAttributesForImport method in the rules extension dynaic-link libarary (DLL).

Attributes on Selected Object in Source Active Directory Forest Are Changed

When attributes on a selected object in the source Active Directory forest are changed, the following rules are applied:

· Provisioning. If provisioning is enabled and a metaverse object is changed, provisioning is triggered. If all required attributes are available and the userAccountControl attribute is not set to disabled and the hideFromAddressLists attribute is not set, the object in the source Active Directory forest is linked to the corresponding connector space object in the connector space of the target Active Directory forest (that is, the objects become connector objects). If all of these requirements are not met, all of the links to objects in the connector space of the target Active Directory forest are broken and the objects are converted to disconnector objects.

· Export attribute flow. If a connector object is created, the ExportAttributeFlow method is called for all attributes for which a rules extension attribute mapping has been declared. In this scenario, this ensures that all objects that are about to be exported have a valid proxyAddresses attribute.

· Deprovisioning. Whenever a connector space object is disconnected from a metaverse object, the deprovisioning rule is called to determine what should happen to the disconnector object. The deprovisioning rule is defined separately in each MA for Active Directory GAL. In this scenario, the disconnector object should be deleted. The disconnector object is not actually deleted in the connector space. Instead, the contact object in the target Active Directory forest that represents the disconnector object is deleted the next time you run an export.

· Export. A connector object is either created, or, if the object already exists, its attributes are updated. If the deprovisioning rule determines that the connector space object should be deleted, the object is deleted from the target Active Directory forest.

Selected Object Is Deleted in Source Active Directory Forest

When you delete an object in the source Active Directory forest, the next time you run the Full Import run profile, the following occurs:

· Full import obsolescence. During a full import run, Microsoft Identity Integration Server 2003 marks all objects that were not received from the source Active Directory forest as obsolete in the connector space. These connector space objects are marked as deletions at the end of the MA run.

· Delta import deletions. When objects are deleted in the source Active Directory forest, a delta import discovers the deletions in Active Directory and marks these objects as deleted in the connector space.

· Metaverse deletion rule. The metaverse deletion rule is invoked whenever a connector space object that is linked to a metaverse object is deleted or disconnected by Joiner, provided that the connector space object is not the only connector object that is linked to the metaverse object. The MA for Active Directory GAL checks whether a deletion rule specifies that the metaverse object should be deleted. In this scenario, metaverse deletion rules are specified for both person and group objects. The rule deletes the corresponding objects in the metaverse whenever a deletion is received from a container in the source Active Directory forest, excluding the target container for exported objects.

· Deprovisioning. When an object in the metaverse is deleted, the MA deprovisioning rules are called. This results in a deletion of the corresponding connector space object, according to the metaverse deletion rules.

· Export run. When the MA for Active Directory GAL stages a connector space object deletion, the MA for Active Directory GAL sends out a deletion command to the target Active Directory forest that contains the deleted object.

Configuring Import and Export Attribute Flow Mappings

Attribute flow mappings are one of the required rules for an MA. The import and export attribute flow mappings defined for this GAL synchronization scenario perform the flow operations between the connector space and the metaverse by using a subset of the object attributes in the Active Directory connected data sources.

Attribute mapping is defined as one of three types. Table 4.6 describes the three attribute mapping types.

Table 4.6   Attribute Mapping Types

	Mapping Type
	Description

	Direct
	Defines a direct relationship between a single source attribute and a single destination attribute. The destination attribute is assigned the value of the source attribute which cannot be modified by a custom extension. An example would be to map employeeID to userID

	Rules Exentension
	Defines a customized relationship between multiple source attributes and a single destination attribute. An example would be to map firstName and lastName to fullName

	Constant
	Defines a single destination attribute and the constant string value that the attribute will have.


Import Attribute Flow Mapping

The following import attribute flow mappings are configured for the MA for Active Directory GAL:

· Source forest user object to metaverse person object.

· Source forest group object to metaverse group object.

· Source forest contact object to metaverse contact_forest object.

Forest 1 ADMA maps attributes from the Forest 1 Active Directory contact objects to the contact_Forest1 metaverse object. Forest 2 ADMA maps attributes from the Forest 2 Active Directory contact objects to the contact_Forest2 metaverse object.

· Target forest contact object to metaverse person object.

· Target forest contact object to metaverse group object.

· Target forest contact object to metaverse contact_forest object.

Source Forest User to Metaverse Person

Table 4.7 illustrates the import attribute flow mapping from the Active directory user object attributes to the metaverse person object attributes.

Table 4.7   User Object to Person Object Import Attribute Flow Mappings

	Source Forest User Object Attribute
	Metaverse Person Object Attribute
	Mapping Type

	LegacyExchangeDN
	LegacyExchangeDN
	Direct

	Mail
	Mail
	Direct

	MailNickname
	MailNickname
	Direct

	CN
	CN
	Direct

	TelephoneNumber
	TelephoneNumber
	Direct

	TargetAddress
	TargetAddress
	Rules extension

	MSExchMasterAccountSID
	MSExchMasterAccountSID
	Direct

	MSExchHideFromAddressLists
	MSExchHideFromAddressLists
	Direct

	HomeMDB
	homeMDB
	Direct

	ProxyAddresses
	proxyAddresses
	Direct

	DisplayName
	displayName
	Direct

	DistinguishedName
	distinguishedName
	Direct

	SN
	SN
	Direct

	C
	C
	Direct

	Company
	Company
	Direct

	Department
	Department
	Direct

	Division
	Division
	Direct

	EmployeeID
	employeeID
	Direct

	EmployeeType
	employeeType
	Direct

	GivenName
	givenName
	Direct

	Manager
	Manager
	Direct

	O
	O
	Direct

	Title
	Title
	Direct

	UserCertificate
	UserCertificate
	Direct

	UserSMIMECertificate
	UserSMIMECertificate
	Direct

	streetAddress
	streetAddress
	Direct

	St
	St
	Direct

	postalCode
	postalCode
	Direct

	Co
	Co
	Direct

	physicalDeliveryOfficeName
	physicalDeliveryOfficeName
	Direct

	msExchAssistantName
	msExchAssistantName
	Direct

	otherTelephone
	otherTelephone (multi-valued)
	Direct

	homePhone
	homePhone
	Direct

	otherHomePhone
	otherHomePhone (multi-valued)
	Direct

	facsimileTelephoneNumber
	facsimileTelephoneNumber
	Direct

	Mobile
	Mobile
	Direct

	telephoneAssistant
	telephoneAssistant
	Direct

	Pager
	Pager
	Direct

	Info
	Info
	Direct

	L (Locality-Name)
	L (Locality-Name)
	Direct

	MapiRecipient
	MapiRecipient
	Rules extension

	Initials
	Initials 
	Direct

	—-
	MSExchOriginatingForest
	Rules extension


The following logic is applied to the import attribute flow mapping from the source forest user object to the metaverse person object:

1. If a user object has HomeMDB specified, then Microsoft Identity Integration Server 2003 treats it as a mailbox-enabled user, and if does not have it specified, then it is a mail-enabled user.

a. If it is a mailbox-enabled user, the TargetAddress is constructed by matching the value in proxyAddresses with the first value of SMTP mail domain suffixes managed by that forest. If no match is found, Microsoft Identity Integration Server 2003 logs an error.

b. If it is a mail-enabled user and the admininstrator of the source forest required that all mail to contacts flow through the source forest, then Microsoft Identity Integration Server 2003 constructs a targetAddress based on the matches between proxyAddresses and SMTP mail domain suffixes managed by the source forest, or else Microsoft Identity Integration Server 2003 flows the targetAddress directly. If there are multiple matches, one is selected. If no match is found irrespective of the administrator’s setting, Microsoft Identity Integration Server 2003 flows the targetAddress directly.

2. ProxyAddresses flow directly because Microsoft Identity Integration Server 2003 assumes that there will only be one primary SMTP proxyAddress from the authoritative source object.

3. MapiRecipient: If there is a mailbox associated with the user account, then Microsoft Identity Integration Server 2003 sets the value of the MapiRecipient attribute of the metaverse person object to TRUE, or if it is present, then Microsoft Identity Integration Server 2003 sets the value of the MapiRecipient attribute of the metaverse person object to the same value as the MapiRecipient attribute of the mailbox.

4. MSExchOriginatingForest: This value is generated by using the DN to construct a DNS forest name. Therefore CN=MyName,CN=Users,DC=Fabrikam,DC=com could be translated as ‘Fabrikam.com,’ being the DNS name of the forest and the attribute populated in the metaverse person object attribute and flowed out to the contact in the target forest. The process is as follows:

c. Parse leftwards until the first DC

d. Extract out everything after the ‘=’ up to the separator ‘,’

e. Put a dot after the extracted string and check if any other “DC” appears to the left. Return to step a if one does or else return the string.

The code below describes how users, groups and contacts propagate legacyExchangeDNs onto their respective metaverse objects:

 

   For Each MAConfig In galMAs

                ma = mventry.ConnectedMAs(MAConfig.MAName)

                For Each csentry In ma.Connectors

                    If csentry(LEGACY_EXCHANGE_DN).IsPresent Then

                        mventry(LEGACY_EXCHANGE_DN).Values.Add( _

                            csentry(LEGACY_EXCHANGE_DN).Value)

Source Forest Contact to Metaverse Contact_Forest
Table 4.8 describes the import attribute flow mapping from the Active Directory contact object attributes to the metaverse contact_forest object attributes.

Table 4.8   Contact Object to Contact_Forest Object Import Attribute Flow Mappings

	Source Forest Active Directory Contact Object Attribute
	Metaverse contact_forest Attribute
	Mapping Type

	LegacyExchangeDN
	LegacyExchangeDN, Forest_LegacyExchangeDN
	Rules extension

	Mail
	Mail
	Direct

	MailNickname
	MailNickname
	Direct

	CN
	CN
	Direct

	TelephoneNumber
	TelephoneNumber
	Direct

	targetAddress
	targetAddress
	Rules extension

	Secretary
	Secretary
	Direct

	MSExchHideFromAddressLists
	MSExchHideFromAddressLists
	Direct

	proxyAddresses
	proxyAddresses
	Direct

	displayName
	displayName
	Direct

	distinguishedName
	distinguishedName
	Direct

	Name
	Name
	Direct

	SN
	SN
	Direct

	C
	C
	Direct

	Company
	Company
	Direct

	Department
	Department
	Direct

	Division
	Division
	Direct

	employeeID
	employeeID
	Direct

	employeeType
	employeeType
	Direct

	givenName
	givenName
	Direct

	Manager
	Manager
	Direct

	O
	O
	Direct

	Title
	Title
	Direct

	streetAddress
	streetAddress
	Direct

	St
	St
	Direct

	postalCode
	postalCode
	Direct

	Co
	Co
	Direct

	physicalDeliveryOfficeName
	physicalDeliveryOfficeName
	Direct

	msExchAssistantName
	msExchAssistantName
	Direct

	otherTelephone
	otherTelephone
	Direct

	homePhone
	homePhone
	Direct

	otherHomePhone
	otherHomePhone
	Direct

	facsimileTelephoneNumber
	facsimileTelephoneNumber
	Direct

	Mobile
	Mobile
	Direct

	telephoneAssistant
	telephoneAssistant
	Direct

	Pager
	Pager
	Direct

	Info
	Info
	Direct

	L (Locality-Name)
	L (Locality-Name)
	Direct

	MapiRecipient
	MapiRecipient
	Direct

	Initials
	Initials 
	Direct

	—-
	MSExchOriginatingForest
	Rules extension


The following logic is applied to the import attribute flow mapping from the source forest contact object to the metaverse contact_forest object:

5. If the contact is from the forest specified in the contact_forest object type, then the import attribute flow is generated as follows: the multivalued LegacyExchangeDN attribute of the contact object in Forest 1 flows directly to the multivalued Forest1_LegacyExchangeDN attribute of the contact_Forest1 object. This is a direct import attribute flow that is not part of a rules extension.

6. If the contact is not from the forest specified in the contact_forest object type, then the import attribute flow generated is as follows: the multivalued LegacyExchangeDN attribute of the contact object in Forest 2 flows directly to the multivalued Forest2_LegacyExchangeDN attribute of the contact_Forest2 object. This is a direct import attribute flow that is not part of a rules extension.

7. If the administrator of the forest specified in contact_forest requires that all mail to contacts flow through the source forest, then Microsoft Identity Integration Server 2003 constructs a targetAddress based on the matches between proxyAddresses and SMTP mail domain suffixes managed by the source forest, else Microsoft Identity Integration Server 2003 flows the targetAddress directly. If there are multiple matches, Microsoft Identity Integration Server 2003 will select one. If no match is found irrespective of the administrator’s setting, then Microsoft Identity Integration Server 2003 should flow targetAddress directly.

8. ProxyAddresses flow directly because Microsoft Identity Integration Server 2003 assumes that there will only be one primary SMTP proxyAddress from the authoritative source object.

9. MSExchOriginatingForest: This value is generated by using the DN to construct a DNS forest name. Therefore: CN=MyName,CN=Users,DC=Fabrikam,DC=com could be translated into ‘Fabrikam.com,’ being the DNS name of the forest and the attribute populated in the metaverse person object attribute, and flowed out to the contact in the target forest. The process would be as follows:

f. Parse leftwards until the first DC

g. Extract out everything after the ‘=’ up to the separator ‘,’

h. Put a dot after the extracted string and check if any other “DC” appears to the left. Return to step a if one does or else return the string.

Source Forest Group to Metaverse Group

Table 4.9 describes the import attribute flow mapping from the Active Directory group object attributes to the metaverse group object attributes.

Table 4.9   Forest Group Object to Metaverse Group Object Import Attribute Flow Mappings

	Source Forest Active Directory Group Object Attribute
	Metaverse Group Object Attribute
	Mapping Type

	LegacyExchangeDN
	LegacyExchangeDN
	Direct

	Mail
	Mail
	Direct

	MailNickname
	MailNickname
	Direct

	CN
	CN
	Direct

	ProxyAddresses
	targetAddress
	Rules extension

	MSExchHideFromAddressLists
	MSExchHideFromAddressLists
	Direct

	ProxyAddresses
	proxyAddresses
	Direct

	DisplayName
	DisplayName
	Direct

	MapiRecipient
	MapiRecipient
	Direct

	—-
	MSExchOriginatingForest
	Rules extension


The following logic is applied to the import attribute flow mapping from the source forest group object to the metaverse group object:

10. Microsoft Identity Integration Server 2003 constructs a targetAddress based on the matches between proxyAddresses and the first SMTP mail domain suffix managed by the source forest. If no match is found, Microsoft Identity Integration Server 2003 logs an error.

11. ProxyAddresses flow directly because Microsoft Identity Integration Server 2003 assumes that there will only be one primary SMTP proxyAddress from the authoritative source object.

12. MSExchOriginatingForest: This value is generated by using the DN to construct a DNS forest name. Therefore CN=MyName,CN=Users,DC=Fabrikam,DC=com could be translated into ‘Fabrikam.com,’ being the DNS name of the forest and the attribute populated in the metaverse person object attribute and flowed out to the contact in the target forest. The process is as follows:

i. Parse leftwards until the first DC

j. Extract out everything after the ‘=’ up to the separator ‘,’

k. Put a dot after the extracted string and check if any other “DC” appears to the left. Return to step a if one does or else return the string.

Target Forest Contact to Metaverse Person

Table 4.10 describes the import attribute flow mapping from the target forest contact object to the metaverse person object.

Table 4.10   Target Forest Contact Object to Metaverse Person Object Import Attribute Flow Mappings

	Target Forest Contact Object Attribute
	Metaverse Person Object Attribute
	Mapping Type

	LegacyExchangeDN
	Multivalued Forest_LegacyExchangeDN
	Direct


The value of LegacyExchangeDN of the contact object is assigned from the target forest to the multivalued metaverse person attribute called Forest_LegacyExchangeDN.

Target Forest Contact to Metaverse Group

Table 4.11 describes the import attribute flow mapping from the target forest contact object to the metaverse group object.

Table 4.11   Target Forest Contact Object to Metaverse Group Object Import Attribute Flow Mappings

	Target Forest Contact Object Attribute
	Metaverse Group Object Attribute
	Mapping Type

	LegacyExchangeDN
	Forest_LegacyExchangeDN
	Direct


The value of LegacyExchangeDN of the contact object is assigned to the multivalued metaverse group attribute called Forest_LegacyExchangeDN.

Export Attribute Flow Mapping

During the creation of the two MAs, the following export attribute flow mappings are configured:

· Metaverse person object to target forest contact object

· Metaverse group object to target forest contact object

· Metaverse contact_forest to target forest contact object

Metaverse Person to Target Forest Contact

Table 4.12 describes the export attribute flow mapping from the metaverse person object attributes to the target forest contact object attributes.

Table 4.12   Metaverse Person Object to Target Forest Contact Object Export Attribute Flow Mappings

	Metaverse Person Object Attribute
	Target Active Directory
Contact Object Attribute
	Mapping Type

	Multivalued LegacyExchangeDN
	Added to ProxyAddresses
	Rules extension

	Mail
	Mail
	Direct

	MailNickname
	MailNickname
	Direct

	CN
	CN
	Direct

	TelephoneNumber
	TelephoneNumber
	Direct

	TargetAddress
	targetAddress
	Direct

	MSExchMasterAccountSID
	Not propagated
	Not propagated

	MSExchHideFromAddressLists
	MSExchHideFromAddressLists
	Direct

	HomeMDB
	Not propagated
	Not propagated

	ProxyAddresses
	proxyAddresses
	Rules extension

	displayName
	displayName
	Direct

	distinguishedName
	distinguishedName 
	Direct

	Name
	Name
	Direct

	SN
	SN
	Direct

	C
	C
	Direct

	Company
	Company
	Direct

	Department
	Department
	Direct

	Division
	Division
	Direct

	employeeID
	employeeID
	Direct

	employeeType
	employeeType
	Direct

	givenName
	givenName
	Direct

	Manager
	Manager
	Direct

	O
	O
	Direct

	Title
	Title
	Direct

	MapiRecipient
	MAPI_RECIPIENT
	Direct

	UserCertificate
	UserCertificate
	Direct

	UserSMIMECertificate
	UserSMIMECertificate
	Direct

	streetAddress
	streetAddress
	Direct

	St
	St
	Direct

	postalCode
	postalCode
	Direct

	Co
	Co
	Direct

	physicalDeliveryOfficeName
	physicalDeliveryOfficeName
	Direct

	msExchAssistantName
	msExchAssistantName
	Direct

	otherTelephone
	otherTelephone
	Direct

	homePhone
	homePhone
	Direct

	otherHomePhone
	otherHomePhone
	Direct

	facsimileTelephoneNumber
	facsimileTelephoneNumber
	Direct

	Mobile
	mobile
	Direct

	telephoneAssistant
	telephoneAssistant
	Direct

	Pager
	Pager
	Direct

	Info
	Info
	Direct

	L (Locality-Name)
	L (Locality-Name)
	Direct

	Initials
	Initials 
	Direct

	MSExchOriginatingForest
	MSExchOriginatingForest
	Direct
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Note

In addition to the above, an Exchange administrative group maps to the LegacyExchangeDN target contact object attribute.

The following logic is applied to the export attribute flow mapping from the metaverse person object to the target forest contact object:

13. The legacyExchangeDN of the contact object is generated and assigned as follows:

l. It must equal the legacyExchangeDN of the msExchAdminGroup object in Active Directory at “CN=Administrative Groups,CN=Exchange Org Name,CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=...”.

m. All separators in the legacyExchangeDN must be lower case (/o=, /ou=, /cn=).

n. It must have a GUID generated and appended to it.

14. The multivalued LegacyExchangeDN of the person object is added to the proxyAddresses of the contact.

15. The primary SMTP proxyAddress of the source object, propogated through the metaverse object, is the one that Microsoft Identity Integration Server 2003 wants to propagate as the primary SMTP on all target objects in all the forests. The proxyAddress attribute is cleared and all the values in the metaverse are flowed to the target value. Therefore, whatever the primary SMTP proxyAddress is on the source, it is flowed from the source object to the metaverse to the target.

Metaverse Person to Source Forest User

Table 4.13 describes the export attribute flow mapping from the metaverse person object attributes to the source Active Directory forest user object.
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Note

Although contacts are the only object type provisioned to the target Active Directory forest, some attributes from the contact object in the target forest need to flow back to the user object in the source forest in order for the GAL synchronization solution to work correctly.

Table 4.13   Metaverse Person to Source Forest User Object Export Attribute Flow Mapping

	Metaverse Person Attribute
	Source Active Directory
User Object Attribute
	Mapping Type

	Multivalued LegacyExchangeDN(s)
	ProxyAddresses
	Rules extension


Microsoft Identity Integration Server 2003 ensures that the ProxyAddresses attribute of Active Directory user objects contains all values of the mulitivalued Forest_LegacyExchangeDN attribute where Forest is not the same as the forest from which the user account is coming.

Metaverse Contact_forest to Source Forest Contact

Table 4.14 describes the export attribute flow mapping from the metaverse contact_forest object attributes to the source Active Directory forest contact object.

Table 4.14   Metaverse Person Object to Source Forest Contact Object Export Attribute Flow Mapping

	Metaverse Contact_forest Attribute
	Source Active Directory
Contact Object Attribute
	Mapping Type

	Multivalued LegacyExchangeDN(s)
	ProxyAddresses
	Rules Extension


Microsoft Identity Integration Server 2003 ensures that the ProxyAddresses attribute of Active Directory contact objects contains all values of the mulitivalued Forest_LegacyExchangeDN attribute where Forest is not the same as the forest from which the contact account is coming.

Metaverse Contact_forest to Target Forest Contact

Table 4.15 describes the export attribute flow mapping from the metaverse contact_forest object attributes to the target Active Directory forest contact object.

Table 4.15   Metaverse Contact_forest Object to Target Forest Contact Object Export Attribute Flow Mappings

	Metaverse Contact_forest 
Object Attribute
	Target Active Directory
Contact Object Attribute
	Mapping Type

	LegacyExchangeDN
	ProxyAddresses
	Rules extension

	Mail
	Mail
	Direct

	MailNickname
	MailNickname
	Direct

	CN
	CN
	Direct

	TelephoneNumber
	TelephoneNumber
	Direct

	TargetAddress
	targetAddress
	Direct

	MSExchHideFromAddressLists
	MSExchHideFromAddressLists
	Direct

	proxyAddresses
	proxyAddresses
	Direct

	displayName
	displayName
	Direct

	distinguishedName
	distinguishedName
	Direct

	Name
	Name
	Direct

	SN
	SN
	Direct

	C
	C
	Direct

	Company
	Company
	Direct

	Department
	Department
	Direct

	Division
	Division
	Direct

	employeeID
	employeeID
	Direct

	employeeType
	employeeType
	Direct

	givenName
	givenName
	Direct

	Manager
	Manager
	Direct

	O
	O
	Direct

	Title
	Title
	Direct

	MapiRecipient
	MapiRecipient
	Direct

	StreetAddress
	streetAddress
	Direct

	St
	St
	Direct

	PostalCode
	postalCode
	Direct

	Co
	Co
	Direct

	physicalDeliveryOfficeName
	physicalDeliveryOfficeName
	Direct

	msExchAssistantName
	msExchAssistantName
	Direct

	otherTelephone
	otherTelephone
	Direct

	homePhone
	homePhone
	Direct

	otherHomePhone
	otherHomePhone
	Direct

	facsimileTelephoneNumber
	facsimileTelephoneNumber
	Direct

	Mobile
	Mobile
	Direct

	telephoneAssistant
	telephoneAssistant
	Direct

	Pager
	Pager
	Direct

	Info
	Info
	Direct

	L (Locality-Name)
	L (Locality-Name)
	Direct

	Initials
	Initials 
	Direct

	MSExchOriginatingForest
	MSExchOriginatingForest
	Direct


The following logic is applied to the export attribute flow mapping from the metaverse contact_forest object to the target forest contact object:

16. The legacyExchangeDN of the contact object is generated and assigned as follows:

o. It must equal the legacyExchangeDN of the msExchAdminGroup object in Active Directory at “CN=Administrative Groups,CN=Exchange Org Name,CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=...”.

p. All separators in the legacyExchangeDN must be lower case (/o=, /ou=, /cn=).

q. It must have a GUID generated and appended to it.

17. The values of the multivalued LegacyExchangeDN of the contact_forest object are added to the proxyAddresses attribute of the contact.

18. The primary SMTP proxyAddress of the source object, through the metaverse object, is the one that Microsoft Identity Integration Server 2003 wants to propagate as the primary SMTP on all target objects in all the forests. The proxyAddress attribute is cleared and all the values in the metaverse are flowed to the target value. Therefore, whatever the primary SMTP proxyAddress is on the source, it is flowed from the source object to the metaverse to the target.

19. Ensure that ProxyAddresses of Active Directory contact_forest contain all the Forest_LegacyExchangeDN attributes where Forest is not the same as the forest from which the user account is coming. This is done as part of a rules extension.

r. If the contact is from the forest specified in the contact_forest object type, then the values of the multivalued LegacyExchangeDN attribute for the contact_forest object flow to the proxyAddresses attribute of the target forest contact object.

s. If the contact is not from the forest specified in the contact_forest object type, then there is no export attribute flow generated for the Forest(s)_LegacyExchangeDN attribute.

Metaverse Group to Source Forest Group

Table 4.16 describes the mapping of the metaverse group object attributes to the source Active Directory forest group object attribute.
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Note

Although contacts are the only object type provisioned to the target Active Directory forest, some attributes from the contact object in the target forest need to flow back to the group object in the source forest in order for the GAL synchronixation solution to work correctly.

Table 4.16   Metaverse Group Object to Source Forest Group Object Export Attribute Flow Mapping

	MV Group Attribute
	AD Group Attribute
	Mapping Type

	Multivalued Forest_LegacyExchangeDN(s)
	ProxyAddresses
	Rules extension


Microsoft Identity Integration Server 2003 ensures that the ProxyAddresses attribute of Active Directory group objects contains all the values of the multivalued Forest_LegacyExchangeDN attribute where Forest is not the same as the forest from which the group account is coming.

Metaverse Group to Target Forest Contact

Table 4.17 describes the export attribute flow mapping from the metaverse group object attribute to the target Active Directory forest contact object attribute.

Table 4.17   Metaverse Group Object to Target Forest Contact Object Export Attribute Flow Mappings

	Metaverse Group Object Attribute
	Target Active Directory
Contact Object Attribute
	Mapping Type

	(NOT an metaverse attribute) Administrator user interface setting: Exchange Administrative Group
	LegacyExchangeDN
	Rules extension

	Multivalued LegacyExchangeDN
	Added to ProxyAddresses
	Rules extension

	Mail
	Mail
	Direct

	MailNickname
	MailNickname
	Direct

	CN
	CN
	Direct

	TargetAddress
	TargetAddress
	Direct

	MSExchHideFromAddressLists
	MSExchHideFromAddressLists
	Direct

	proxyAddresses
	ProxyAddresses
	Rules extension

	DisplayName
	DisplayName
	Direct

	distinguishedName
	DistinguishedName
	Direct

	MapiRecipient
	MapiRecipient
	Direct

	MSExchOriginatingForest
	MSExchOriginatingForest
	Direct


The following logic is applied to the export attribute flow mapping from the metaverse contact_forest object to the target forest contact object:

20. The LegacyExchangeDN of the contact object is generated and assigned as follows:

t. It must equal the LegacyExchangeDN of the msExchAdminGroup object in Active Directory at “CN=Administrative Groups,CN=Exchange Org Name,CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=...”.

u. All separators in the legacyExchangeDN must be lower case so (/o=, /ou=, /cn=).

v. It must have a GUID generated and appended to it.

21. The values of the multivalued LegacyExchangeDN attribute of the group object are added to the proxyAddresses attribute of the contact.

22. The primary SMTP proxyAddress of the source object is the one that Microsoft Identity Integration Server 2003 wants to propagate as the primary SMTP on all target objects in all the forests. The proxyAddress attribute is cleared and all the values in the metaverse are flowed to the target value. Therefore, whatever the primary SMTP proxyAddress is on the source, it is flowed from the source object to the metaverse to the target.

Configuring Provisioning Rules

The changes made to the metaverse during the import of source Active Directory forest data initiate the provision operation, which creates, connects, and disconnects objects in the connector space based on the changes to the metaverse.

There are three objects that are affected by provisioning rules:

· User

· Group

· Contact

For all objects, the provisioning rule depends on the scenario for that object and occurs within the identity integration process shown in Figure 4.3. Some of the rules shown in Figure 4.3 do not apply to all scenarios.

Figure 4.3   Identity Integration Process
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User Object Provisioning Rules

Table 4.18 lists various scenarios in which a user object is provisioned and the specific provisioning logic that applies to that scenario. The first run profile is a full import with the staging only option and provisioning is enabled. The next two run profiles are delta synchronization only and the final run profile is export.

Table 4.18   User Object Provisioning Rules

	Scenario
	Provisioning Logic

	For a mail‑enabled or mailbox‑enabled user in the source forest, no corresponding contact exists in the target forest.
	Provisioning case 1: If an object is a person and it does not have a connector to any contact, then a connector is added and creates a contact in the target forest in the target Active Directory forest organizational unit with the same name. If a contact with that name already exists, create a contact with the following string concatenation logic: target forest contact -> common name = Person -> common name + Person->department.

For example, if the target forest contact common name is Mike Danseglio, this name is concatenated with the department name Fabrikam, and propagated to the metaverse as Mike Danseglio (Fabrikam).

	Mail‑enabled or mailbox‑enabled user in the source forest and there is a contact in the target forest corresponding to this user in the synchronization OU.
	Provisioning case 2: For a metaverse person entry for both MAs, if the number of connectors is equal to 1, and the connector for the contact is inside the target forest organizational unit:

· If common name (cn) of connector equals the cn of a metaverse object concatenated with a suffix (the suffix may have been added to avoid name collisions), no provisioning occurs.

· If cn of connector does not equal the cn of a metaverse object concatenated with a suffix, the source object has been renamed. Consequently, the connector must also be renamed.

	Mail‑enabled or mailbox‑enabled user in the source forest and there is a contact in the target forest corresponding to this user who is not in the synchronization OU.
	Provisioning case 3: For a metaverse person object for both MAs, if the number of connectors is equal to 1 and the distinguished name (DN) of that connector indicates that it is outside the target forest organizational unit, an error is logged to indicate that the contact already exists and must be moved or deleted.

	Mail‑enabled or mailbox‑enabled user in the source forest and there is more than one contact in the target forest corresponding to this user in the synchronization OU.
	An error is logged indicating that you must move the incorrect data, contact to the synchronization OU, or delete the data because contacts that are outside the synchronization OU cannot be managed by Microsoft Identity Integration Server 2003.

Provisioning case 4: For a metaverse person object for both MAs, if the number of connectors is greater than 1, the following rules are applied to every connector:

· If the connector was created by provisioning (that is, by Microsoft Identity Integration Server 2003), it is disconnected.

· If the connector was created by another process and joined (it may or may not be in the Microsoft Identity Integration Server 2003 target forest organizational unit, no operation is performed and an error is logged describing that there are duplicate contacts, that all except one must be deleted, and that one must be moved into the Microsoft Identity Integration Server 2003 target forest organizational unit to be managed by Microsoft Identity Integration Server 2003.

	Mail‑enabled or mailbox‑enabled user exists and there is more than one contact in the target forest corresponding to this user. The additional contacts may or may not be in the synchronization OU.
	An error is logged indicating that you must move the incorrect data, contact to the synchronization OU, or delete the data because contacts that are outside the synchronization OU cannot be managed by Microsoft Identity Integration Server 2003, and it does not allow duplicate contacts in the same forest representing the same source object.

For a metaverse person object for both MAs, if the number of connectors is equal to 1 and the distinguished name (DN) of that connector indicates that it is outside the target forest organizational unit, an error is logged to indicate that the contact already exists and must be moved or deleted.

	User is deleted.
	When a deletion is received, the following process occurs:

1. Connector is disconnected from metaverse object, (connector space and metaverse link tables lose an entry).

2. Disconnector is deleted. (connector space entry table loses an entry).

3. Metaverse deletion is called and the rule determines if it is a master/source object, and deletes the object from the metaverse if is a master.

4. When the object from metaverse is deleted, deprovisioning is called and deletes connector objects for all contact objects linked to that metaverse person object.

5. After export, Contacts are deleted from Active Directory if they are in the synchronization OU.

	User is changed.
	When a change is received, the following process occurs:

6. Connector space filter rules will fail.

7. Connector is disconnected from metaverse object. Connector space and metaverse link tables lose an entry.

8. Disconnector is deleted. Connector space entry tables loses an entry.

9. Metaverse deletion is called and the rule determines if it is a master/source object, and deletes the object from the metaverse if is a master.

10. When object from metaverse is deleted, deprovisioning is called and deletes connectors for all contact objects linked to that metaverse person object.

11. Connector space filter rules succeed.

12. Connector changes.

13. Import attribute flow is reevaluated.

14. Provisioning case 2 succeeds and objects in connector space are updated. 


Contact Object Provisioning Rules

Table 4.19 lists various scenarios in which a contact object is provisioned and the specific provisioning logic that applies to that scenario. The first run profile is a full import with the staging only option and provisioning is enabled. The next two run profiles are delta synchronization only and the final run profile is export.

Table 4.19   Contact Object Provisioning Rules

	Scenario
	Provisioning Logic

	A contact object in the source forest, but there is no contact in the target forest corresponding to this contact; and the contact meets the projection requirements outlined in the projection section.
	Provisioning case 1: For the metaverse contact_forest entry for both MAs, if there is no connector, add a connector for a contact in the Microsoft Identity Integration Server 2003 target forest organizational unit.

If an object is in the contact_forest and it does not have a connector to any contact, then add a connector to create a contact in the Microsoft Identity Integration Server 2003 target forest organizational unit with the same name. If a contact with that name already exists, create a contact with the following string concatenation logic: target forest Active Directory contact ‑> common name = contact_forest ‑> common name + contact_forest‑>department.

	A contact object exists in the source forest, but there is no contact in the target forest corresponding to this contact; and the contact does not meet the projection requirements outlined in the projection section of this document.
	If projection rules are not satisfied, an exception is identified and that object is not propagated into any other forest. Also errors are logged.

	A contact object in the source forest and there is a contact in the target forest corresponding to this contact in the Microsoft Identity Integration Server 2003 synchronization OU.
	Provisioning case 2: For the metaverse contact_forest entry for both MAs, if the number of connectors is 1, and the connector for the contact is inside the target forest organizational unit:

· If the cn of a connector equals the cn of any metaverse object concatenated with a suffix (the suffix may have been added to avoid name collisions), no operation is performed.

· If the cn of a connector does not equal the cn of any metaverse object concatenated with a suffix, then the source object has been renamed. Consequently, the connector must also be renamed, and if there is a name collision as a result of this rename, resolve the collision using the same logic as in the first contact object provisioning rule.

	A contact object exists and there is a contact in the target forest corresponding to this contact, but not in the synchronization OU.
	An error is logged, informing administrators repair the discrepancy and either move incorrect data (contact) to the synchronization OU, or delete it, because contacts that are outside the synchronization OU are not managed by this process.

Provisioning case 3: For the metaverse contact_forest entry for both MAs, if the number of connectors is 1 and the DN of that connector indicates that it is outside the Microsoft Identity Integration Server 2003 target forest organizational unit, an error is logged, describing that the contact already exists and must be moved or deleted.

	A contact object exists and there is more than one contact in the target forest corresponding to this contact. (The additional contacts may or may not be in the synchronization OU.
	An error is logged, informing administrators that they must repair the data and either move the contact data to the synchronization OU or delete it because contacts outside the synchronization OU are not managed and duplicate contacts in the same forest representing the same source object are not allowed.

Provisioning case 4: For the metaverse contact_forest entry for both MAs, if the number of connectors is greater than 1, the following rules are applied to every connector:

· If the connector was created by provisioning (i.e. by Microsoft Identity Integration Server 2003), it is disconnected.

· If the connector was created by another process and joined (may or may not be in the Microsoft Identity Integration Server 2003 target forest organizational unit), no operation is performed and an error is logged describing that there are duplicate contacts, and that all except one must be deleted, and that one must be moved into the Microsoft Identity Integration Server 2003 target forest organizational unit to be managed by Microsoft Identity Integration Server 2003.

	Contact object outside the synchronization OU, in authoritative contacts container, is deleted.
	When the deletion is received, the following process occurs:

15. Connector is disconnected from metaverse object, (connector space and metaverse link tables lose an entry).

16. Disconnector is deleted. (Connector space entry tables lose an entry.)

17. Metaverse deletion is called and the rule checks if it is a master/source object. The contact_forest object will be deleted if the source Active Directory object deleted was in the authoritative contacts OU and if the contact is from the forest in contact_forest.

18. Deprovisioning is called, and because the management agent is not for the forest mentioned in contact_forest, and the connector is for an object in the synchronization OU, then it deprovisions to delete the contact in the Active Directory.

	Contact object outside the synchronization OU, or the outside authoritative contacts container, is deleted.
	When the deletion is received, the following process occurs:

19. Connector is disconnected from metaverse object, (connector space metaverse link tables lose an entry).

20. Disconnector is deleted. (Connector space entry tables lose an entry.)

21. Metaverse deletion is called and the rule checks if it is a master/source object. The contact_forest object is deleted if the source Active Directory object deleted was in the authoritative contacts OU and if the contact is from forest mentioned in contact_forest. In this scenario, it was not in the authoritative OU, and therefore it is not deleted.

	Contact outside the synchronization OU, or in the authoritative contacts OU, is changed.
	The following process occurs:

22. Import with provisioning enabled.

23. Connector space filter rules fail.

24. Deletion is received.

25. Connector is disconnected from metaverse object, (connector space and metaverse link tables lose an entry).

26. Disconnector is deleted. (connector space entry tables lose an entry.)

27. Metaverse deletion is called and the rule will check if it is a master/source object. The contact_forest object will be deleted if the source Active Directory object deleted was in the authoritative contacts OU and if the contact is from forest in contact_forest.

28. Deprovisioning is called, and because the management agent is not for the forest mentioned in contact_forest, and the connector is for an object in the synchronization OU, then it is deprovisioned to delete the contact in the Active Directory.

29. Connector space filter rules succeed.

30. Connector changes.

31. Import attribute flow is reevaluated.

Provisioning case 2 succeeds and objects in the connector space are updated.

	Contact object is outside the synchronization OU, or the outside authoritative contacts OU is changed.
	The following process occurs:

32. Import with provisioning enabled.

33. Connector space filter rules fail.

34. Deletion is received.

35. Connector is disconnected from metaverse object, (connector space and metaverse link tables lose an entry).

36. Disconnector is deleted. (connector space entry tables loses an entry.)

37. Metaverse deletion is called and the rule checks if it is a master/source object. It is not, because it is a contact outside of the authoritative contacts OU, therefore no further processing occurs.

38. Connector space filter rules succeed.

39. Connector changes.

40. Import attribute flow is reevaluated.

41. Provisioning case 3 or 4 succeed.

	Contact object in the synchronization OU is deleted (not by Microsoft Identity Integration Server 2003).
	The following process occurs:

42. Connector disappears, provisioning is called, and the next export creates the object again.

43. Provisioning case 1 applies.

	Contact object in the synchronization OU is created (not by Microsoft Identity Integration Server 2003).
	The following process occurs:

44. Joins to something and, when provisioning is called, it will log an event.

45. Provisioning cases 2, 3, or 4 apply.

	Contact object is modified in synchronization OU (not by Microsoft Identity Integration Server 2003).
	If there is an import attribute flow defined for contact to person, then it will flow back to the source object to which that contact is joined. Nothing on the source object is overwritten, only the LegacyExchangeDN is added to the proxyAddresses of this attribute.

If there is no import attribute flow defined for contact to source object, it is rewritten during the next export so that no synchronized information is flowed back, just data from that forest. Exceptions are LegacyExchangeDN and proxyAddresses, because proxyAddresses of any object should not be overwritten and because legacyExchangeDN is assigned by the target forest.


Group Object Provisioning Rules

Table 4.20 lists various scenarios in which a group object is provisioned and the specific provisioning logic that applies to that scenario. The first run profile is a full import with the staging only option and provisioning is enabled. The next two run profiles are delta synchronization only and the final run profile is export.

Table 4.20   Group Object Provisioning Rules

	Scenario
	Provisioning Logic

	Mail enabled or mailbox enabled group object in the source forest and there is no contact in the target forest corresponding to this group.
	Provisioning case 1: For the metaverse group entry for both MAs, if there is no connector, a connector is added for a contact in the Microsoft Identity Integration Server 2003 target forest organizational unit.

If the object is a group and it does not have a connector to any contact, then a connector is added in the Microsoft Identity Integration Server 2003 target forest organizational unit to create a contact in the target forest with the same name. If a contact with that name already exists, a contact is created with the following string concatenation: target forest AD contact -> common name = Group -> common name + Group+1.

	Mail enabled or mailbox enabled group in the source forest and there is a contact in the target forest corresponding to this group in the synchronization OU.
	Provisioning case 2: For the metaverse group entry for both MAs, if the number of connectors is 1, and the connector for the contact is inside the Microsoft Identity Integration Server 2003 target forest organizational unit:

· If the cn of the connector equals the cn of metaverse object concatenated with a suffix (for potential name collision logic renames), then no operation is performed.

· If the cn of the connector does not equal the cn of metaverse object concatenated with a suffix, then the source object has been renamed. Consequently, the connector must also be renamed and if there is a name collision as a result of this rename, it must be resolved using the same logic as in the first group object provisioning rule.

	Mail enabled or mailbox enabled group in the source forest and there is a contact in the target forest corresponding to this group is NOT in the synchronization OU.
	An error is logged to inform the administrator to repair this situation and either move the corrupt data/contact to the synchronization OU or delete it because contacts that are outside the synchronization OU are not managed by Microsoft Identity Integration Server 2003.

For the metaverse group entry for both MAs, if the number of connectors is 1, and the DN of that connector indicates that it is outside the Microsoft Identity Integration Server 2003 target forest organizational unit, an error is logged that describes that the contact already exists and must be moved or deleted.

	Mail enabled or mailbox enabled group in the source forest and there is more than one contact in the target forest corresponding to this group. (The additional contacts may or may not be in the synchronization OU.)
	An error is logged to inform the administrator to repair this situation and either move the corrupt data/contact to the synchronization OU or delete it because contacts outside the synchronization OU are not managed and duplicate contacts in the same forest representing the same source object are not allowed.

Provisioning case 4: For the metaverse person entry for both MAs, if the number of connectors is greater than 1, then for every connector:

· If the connector was created by provisioning (that is, by Microsoft Identity Integration Server 2003), it is disconnected.

· If the connector was created by another process and joined (may or may not be in the Microsoft Identity Integration Server 2003 target forest organizational unit), no operation is performed and an error is logged, describing that there are duplicate contacts, and that all except one must be deleted, and that one must be moved into the Microsoft Identity Integration Server 2003 target forest organizational unit to be managed by Microsoft Identity Integration Server 2003.

	Group object is deleted.
	When a deletion is received, the following process occurs:

46. Connector is disconnected from metaverse object, (connector space and metaverse link tables lose an entry).

47. Disconnector is deleted. (connector space entry tables lose an entry.)

48. Metaverse deletion is called and the rule checks if it is a master/source object, deletes the object from the metaverse if it is a master.

49. When object from metaverse is deleted, deprovisioning is called and deletes connectors for all contact objects linked to that metaverse group object.

	Group object is changed.
	When a change is received, the following process occurs:

50. Connector space filter rules fail.

51. Connector is disconnected from metaverse object, (connector space and metaverse link tables lose an entry).

52. Disconnector is deleted. (connector space entry table loses an entry).

53. Metaverse deletion is called and the rule checks if it is a master/source object, then deletes the object from the metaverse if is a master.

54. When object from metaverse is deleted, deprovisioning is called and deletes connectors for all contact objects linked to that metaverse group object.

55. Connector space filter rules succeed.

56. Connector changes.

57. Import attribute flow is reevaluated.

Provisioning case 2 succeeds and objects in connector space are updated. 


Metaverse Object Deletion Rules

Table 4.21 lists the three metaverse object deletion rules extensions.

Table 4.21   Metaverse Deletion Rules

	Rule
	Description

	User
	If the object that was deleted is a person, then it is deleted from the metaverse.

	Contact
	If the MA where the connector disappeared is from contact_forest, then it is deleted.

	Group
	If the object that was deleted is a group, then it is deleted from the metaverse.


Deprovisioning Rules

Table 4.22 lists the three deprovisioning rules.

Table 4.22   Deprovisioning Rules

	Rule
	Description

	User
	When the metaverse person object is deleted, the contact object is deleted if it is in the synchronization organizational unit. If not, it is logged.

	Contact
	When the metaverse contact_forest object is deleted, the contact object is deleted if it is in the synchronization organizational unit. If not, it is logged.

	Group
	When the metaverse group object is deleted, the contact object is deleted if it is in the synchronization organizational unit. If not, it is logged.


Run Profiles

Run profiles specify the parameters with which to run Forest 1 GALMA and Forest 2 GALMA. For this GAL synchronization scenario, five run profiles are created for each MA. Table 4.23 describes each run profile type and the order in which it is run.

Table 4.23   GAL Synchronization Run Profiles

	Run Profile
	Description

	Full Import
	All specified data flows from the Active Directory data source to the Microsoft Identity Integration Server 2003 connector space and metaverse.

	Delta Import
	All changed data flows from the Active Directory data source to the Microsoft Identity Integration Server 2003 connector space and metaverse.

	Export
	All specified data flows from the Microsoft Identity Integration Server 2003 metaverse and connector space to the Active Directory data source.

	Full Synchronization 
	Once all specified data source data is staged, all specified data flows from the Microsoft Identity Integration Server 2003 connector space to the metaverse.

	Delta Synchronization 
	Once changed data source data is staged, changed data flows from the Microsoft Identity Integration Server 2003 connector space to the metaverse.


GAL Synchronization Design and Deployment

This secton discusses the following GAL synchronization design and deployment topics:

· Design steps overview

· Deployment steps overview

· Designing GAL synchronization

· Deploying GAL synchronization setup

· Extending GAL synchronization

Design Steps Overview

The design actions that are discussed in this document involve colaboration between the synchronization or metaverse architect of your organization and ensuring that all Active Directory and Exchange administrators of your organization understand the requirements and consequences of GAL synchronization. Additionally, you should make certain decisions about the environment and how it should operate in your organization.

Deployment Steps Overview

The deployment steps involve entering all the forest information into Microsoft Identity Integration Server 2003, creating the management agents, running the management agents and then resolving all conflicts. Finally, scheduling is set up for periodic synchronization to keep GAL data up to date.

Designing GAL Synchronization

Before embarking on setting up GAL synchronization, Exchange and Active Directory administrators of all forests involved in GAL synchronization must agree that they want to enable GAL synchronization and that they are willing to collaborate to enable it.

Source and Target Forest Administrator Decisions

Individual forest administrators setting up GAL synchronization must ask themselves the following questions:

· What forest pairs need to be synchronized across this organization?

· For every forest, what objects and attributes do I want propagated out for users, distribution lists and contacts? If the list of attributes does not match the default list of attributes listed in the architecture section of this document, refer to the section of this document concerning extending GAL synchronization to add attributes.

A base list of essential attributes for GAL synchronization will always be propagated, including: Mail, ProxyAddresses, targetAddress, LegacyExchangeDN. Attributes are listed in the section “GAL Synchronization Architecture.”

· What information do I want to propagate into each forest? What attributes am I interested in for target forest contacts (users, contacts and possibly groups from source forest)?

· For users and distribution lists in the source forest, what is the list of SMTP mail domains that are managed by exchange servers in the source forest?
· For contacts in the source forest, what is the list of SMTP mail domains that are managed by Exchange servers in the source forest?
· Does every forest have the necessary Microsoft Identity Integration Server 2003 service account created with the appropriate credentials?
· For every forest, with regard to the default user/group/contact attributes that are being propagated; is it appropriate for this information to be visible in certain forests or every forest?

· Where should the target Microsoft Identity Integration Server 2003 synchronized contacts folder be located in the forest? Is the default of the root domain acceptable? Has this default OU been created?
· Is there an OU for contacts in a forest, where all the contacts created in a particular forest (not synchronized by Microsoft Identity Integration Server 2003) are located? Are all the non-Microsoft Identity Integration Server 2003 synchronized contacts located in that OU? If not, they need to be moved to that OU.
· Are the rules to determine synchronization sufficient? Do they need extensions? See the section, “GAL Synchronization Architecture” to be sure that you understand the rules implemented and determine if they are sufficient for your organization.
Additional Considerations

· Microsoft Identity Integration Server 2003 uses the Partition Security Mode of the dirsync control, an API provided by Active Directory, to query for a subset of data that has changed within a certain interval, rather than for the entire data set in Active directory. This mode requires permission on the entire directory partition, and object-level permissions cannot be granted. The Microsoft Identity Integration Server 2003 service account must be granted “replicate directory changes” permissions on the appropriate partition, which allows Microsoft Identity Integration Server 2003 read access on all objects in the partition.

· Microsoft Identity Integration Server 2003 uses LDAP to query the Active Directory domain controllers for data. If there are any firewalls or other security mechanisms between the Microsoft Identity Integration Server 2003 server and the domain controller, open LDAP port 389 on the domain controller and make sure it is accessible to the server running Microsoft Identity Integration Server 2003. Microsoft Identity Integration Server 2003 should use LDAP port 389 for communication with domain controllers.

Unsupported Scenarios

Resource Forest scenario

In this scenario, one forest holds the exchange mailboxes and the other forest holds the user accounts. The mail‑enabled user SID matches MSExchMasterSID of disabled user accounts with mailboxes in another forest.

Attribute and Object Flows

Flows that are not addressed in this solution are the one-to-one mappings in Table 4.24.

Table 4.24   Attribute and Object Flows

	Source Active Directory 
	Metaverse
	Target Active Directory 

	User
	Person
	Contact

	Contact
	Contact_forest
	Contact

	Group
	Group
	Contact


Multi‑mastering of these objects in any environment is not managed by Microsoft Identity Integration Server 2003. All target attributes will typically be overwritten by attributes from the source. Exceptions are proxyAddresses and legacyExchangeDN which have values assigned in the target forest that are preserved.

Topology Considerations

The following GAL synchronization topologies should be considered during the design of the Microsoft Identity Integration Server 2003 GAL synchronization solution.

Hub and Spoke or Single Authoritative Metaverse

The GAL synchronization solution has been designed around a hub and spoke topology. Figure 4.4 shows the hub and spoke topology for GAL synchronization.

Figure 4.4   Hub and Spoke GAL Synchronization Topology
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In this topology, a single server is running Microsoft Identity Integration Server 2003 and reads all of the data about all of the forests, evaluates changes and conflicts, and then propagates the changes out to each forest. This is the simplest, most straightforward, and recommended topology if all individual forests are willing to accept the server running Microsoft Identity Integration Server 2003 as authoritative.

The advantages of this topology are simplicity and ease of deployment.

The disadvantages of this topology are that it requires accounts from each individual forest to be handed over, and that it requires agreement among the forests to trust the single server running Microsoft Identity Integration Server 2003. Lastly, the single Microsoft Identity Integration Server 2003 server can be a single point of failure.

Mesh

In this topology multiple servers running Microsoft Identity Integration Server 2003 can read and write data. Due to the complexity of this scenario, it is recommended that this is not deployed without extensive pilot testing and deployment. The scenario is shown in Figure 4.5.

Figure 4.5   Mesh GAL Synchronization Topology

[image: image8.png]Server running
Microsoft Identity
Integration Server 2003

Server running
Microsoft Identity
Integration Server 2003

Exchange

Exchange

| contact

Outlook ﬂ Outlook

Clients Exchange Exchange Clients
Forest 1 Forest 2




In this environment, every server running Microsoft Identity Integration Server 2003 would need account credentials to read from a forest that has GAL data with which it wants to synchronize. However, it is imperative that individual forest administrators configure these accounts in such a manner as to ensure that the forest hosting its own server running Microsoft Identity Integration Server 2003 and reading from their forest has only read access if they do not want any data written to their forest.

The following considerations are important:

· The Microsoft Identity Integration Server 2003 account used by the target forest administrator must be given only the permissions with which the administrator should be trusted.

To ensure that the target forest administrator cannot maliciously or mistakenly compromise data in your forest, do not allow the Microsoft Identity Integration Server 2003 account write permissions, but only read permissions in your forest.

· Do not have multiple servers running Microsoft Identity Integration Server 2003 that are writing data to your forest unless you can guarantee that there is no overlap between the data that the two multiple servers are writing, and even in that case, it is not advisable.

· Ensure that the Microsoft Identity Integration Server 2003 account writing to your forest only has write permissions to the necessary organizational unit and attributes to enable functionality.

Security Considerations

The following permissions are required for the account used for GAL synchronization to perform all read and write operations to a target directory:

· DirSync Control: This account must have the same permissions as a “dirsync control”.The dirsync control is an LDAP server extension that enables an application to search an Active Directory partition for objects that have changed since a previous state. The account used by the management agent in that forest must have the SE_SYNC_AGENT_NAME privilege, which enables the caller to read all objects and attributes in Active Directory, regardless of the access protections on the objects and attributes. By default, this privilege is assigned to the Administrator and LocalSystem accounts on domain controllers. The caller must also have the DS‑Replication‑Get-Changes extended right. These rights translate into full control rights in the synchronization organizational unit.

· If you are using Key Management Server (KMS) to send secure email in your organization, you need to configure the userCert attribute with the same logic and rules applied to userCertificate and userSMIMCertificate.

· Write privileges on the proxyAddresses attribute on all authoritative mail recipient objects (users, contacts, groups and any additional mail recipient objects you may have configured, such as dynamic DLs and mail-enabled Public Folders).

If the ability to reply or migration is not a concern, then this permission is not necessary. For more information, see the section of this document that discusses migration.

Individual Forest Configuration Information

The individual forest administrators must consider the following requirements to provide configuration information for GAL synchronization:

· The credentials to be used by Microsoft Identity Integration Server 2003 when reading from and writing to the Active Directory of a particular forest.

· If administrators want information to be synchronized into their forest, then the DN of the Synchronization organizational unit container is required. For example, if a forest has Exchange and mailboxes but no Microsoft Outlook clients that query that forest for the GAL, then there is no need to synchronize contacts inward, only outward. In this case, not specifiying the synchronization organizational unit will mean that that data is only synchronized out of this Active Directory.

· The DNs of the Authoritative contacts container. For every forest, there will be two types of contacts: contacts that are authoritative for that organization, and contacts that are shadows to other objects synchronized from another organization. To enable GAL synchronization to distinguish between these objects, the administrator of the source forest must provide the list of containers that hold contacts that are to be synchronized out of this forest.

· The SMTP mail suffixes managed by this forest for mailbox‑enabled users and mail‑enabled groups. If a user object has HomeMDB specified, then it is treated as a mailbox‑enabled user and if it does not have HomeMDB specified, then it is a mail‑enabled user. If it is a mailbox‑enabled user, then the TargetAddress is constructed by matching the value in proxyAddresses with the first value of SMTP mail domain suffixes managed by that forest. If no match is found, then Microsoft Identity Integration Server 2003 logs an error as shown in the log section of this document.

· The SMTP mail suffixes managed by this forest for contacts. If it is a mail‑enabled user, then the logic is similar to that of a contact. If the administrator of the source forest requires that all mail to contacts flow through the source forest, then a targetAddress is constructed based on the matches between proxyAddresses and SMTP mail domain suffixes managed by the source forest, or the targetAddress is flowed directly. If there are multiple matches, one is selected. If no match is found irrespective of the administrator’s setting, then the targetAddress is flowed directly.

· Mail routing. Route mail sent to contacts exported into this forest through the source forest. This option allows the user to specify if mail to contacts exported into this forest should be routed through the source forest. When a source forest administrator allows contacts to be synced out of his forest, then he has the choice of having mail sent to those contacts being routed through his forest or not. GAlsynchronization performs a match based on mail domains that are being matched in that forest and constructs a targetAddress out of the proxyAddresses that matches if the admin of the source desires so.

· The Exchange Administrative Group must be selected for scripts to assign LegacyExchangeDN. This is a requirement in order that Active Directory Connector (ADC) can synchronize contacts from Active Directory into Exchange 5.5 when there are multiple Exchange 5.5 sites in a forest and they are in separate domains. In this case, if Microsoft Identity Integration Server 2003 GAL synchronization does not assign the legacyExchangeDN correctly, then ADC will not detect the right contacts to synchronize into Exchange 5.5.

· For every contact created in a forest, administrators will choose a legacyExchangeDN from a drop down list of legacyExchangeDNs in Identity Manager.

For example, If the legacyExchangeDN chosen by the administrator for that forest was /o=Microsoft/ou=First Administrative Group/cn=recipients, then all contacts created in that forest would have the legacyExchangeDN /o=Microsoft/ou=First Administrative Group/cn=recipients/cn=<Generated GUID>
Deploying GAL Synchronization Setup

This section discusses the deployment process for GAL synchronization setup, and provides recommendations you can use to facilitate this deployment.

Questionnaire

The following questionnaire is provided as a guide to aid in the deployment of GAL synchronization. Use the Information column in the questionnaire to record the necessary information.

Table 4.25   GAL Synchronization Questionnaire

	Provide or prepare the following information
	Information

	Credentials to be used by GAL Synchronization MAs in that forest/ Credentials used by MA to read/write to Active Directory 
	 

	The following permissions and information are required by the account associated with the GAL Synchronization management agent:
58. Dir Sync permissions

59. Write access to all objects in the specified organizational unit.

60. Write access to specific attributes of authoritative objects

61. User Name.

62. Password.
	 

	Destination container of synchronization organizational unit
	For the Forest 2 MA: the Contacts OU beneath the Forest 1 OU.
For the Forest 1 MA: the Contacts OU beneath the Forest 2 OU.

	DNs of authoritative contacts container
	For the Forest 1 MA: the Forest 1 Contacts OU.
For the Forest 2 MA: the Forest 2 Contacts OU.

	SMTP mail suffixes for mailbox enabled users and mail enabled groups (For Users and Groups)
	For Forest 1 : ‘@Forest 1 .com’
For Forest 2 : ‘@Forest 2 .com’

	SMTP mail suffixes for mail enabled users and contacts (For Contacts)
	For Forest 1 : ‘@Forest 1 .com’
For Forest 2 : ‘@Forest 2 .com’

	Mail routing: you will need to decide if contacts exported out for this forest should have mail routed through source forest?
	Select the Route mail to contacts checkbox.

Do not select the Specify an administrative group checkbox.


Setting up Server Running Microsoft Identity Integration Server 2003

Software Requirements on the Administrator Server Running Microsoft Identity Integration Server 2003

· Windows Server 2003, Enterprise Edition

· Microsoft SQL Server 2000 or MSDE (free SQL Server that comes with Microsoft Identity Integration Server 2003).

· Microsoft Visual Studio .Net

· SQL server must be installed and running when Microsoft Identity Integration Server 2003 is installed.

· Additional installation instructions are available with the install readme.txt

Deployment Procedure

The following sequence should be followed when deployment Microsoft Identity Integration Server 2003 GAL synchronization.
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To deploy GAL synchronization

23. Complete the questionnaire by using the administrators from all forests that will participate in GAL synchronization.

24. In Identity Manager, from the View menu, click Management Agents.

25. Create an Active Directory GAL MA.

26. Enter forest credentials.

27. Select directory partitions.

28. Enter values into the GAL configuration page using the questionnaire.

If you receive an error stating that the forest is not exchange‑enabled, ensure that your forest has Exchange Server installed because GAL synchronize extensions require specific Exchange attributes to be present in the Active Directory schema.

29. If you want the server running Microsoft Identity Integration Server 2003 to talk only to a single domain controller in a particular forest, then set this up for every forest on the Configuring the Directory Partitions page of the GAL management agent.

The remaining pages in the GAL management agent are prepopulated.

30. Verify that you do not not want to change any of the default, prepopulated settings:

· Select object types

· Select Attributes

· Configure Connector Filters

· Configure Join an Projection Rules

· Configure Attribute Flow

· Configure Deprovisioning

· Configure Extensions

31. Enable provisioning, and then run the management agent by using the provided run profiles in the following order:

· Full Import with staging to the connector space on all MAs

· Delta Synchronization on all MAs

· Export on all MAs

Note

If your environment has existing contact objects that have been created by previous synchronization solutions, the following order for the run profiles is recommended instead of the order listed above. Running the profiles in this order ensures that all objects are joined and that duplicate mail recipient objects are not provisioned during the initial setup of GAL synchronization. The recommended order is:

1. Full Import with staging to the connector space on all MAs

2. Delta Synchronization on all MAs

3. Repeat Delta Synchronization on all MAs

4. Export on all MAs

32. Once all forests have been synchronized, examine the log file and the exceptions to resolve all conflicts.

The log messages and the recommended action for every exception are listed in the section of this document discussing log messages and required actions.

Scheduling Synchronization

You can automatically create a Visual Basic or C# script that will run the run profile from a command line, or from another script. This can be helpful when you are batch processing several run profiles, and automating runs using Windows Scheduler. For more information, see the Microsoft Identity Integration Server 2003 Developer Reference.

The script you create to automatically run a run profile has the following requirements:

· For the forest, their name and contact object type (this information extends the schema for GAL synchronization).

· For every forest, a target organizational unit location where all Microsoft Identity Integration Server 2003 synchronized data is stored, if an administrator does not want any data synchronized into their forest, this requirement is empty.

· For every forest, a list of contact organizational units where authoritative contacts are stored.

· For every forest, SMTP mail suffixes that are managed by the exchnage organization in the forest.

· For every forest, whether mail to contacts synchronized out of this forest will be routed back through the source forest.

Run through the GAL Management Agent pages as usual, including object class, attribute selection, join rules, projection rules, connector space filters, import and export attribute flow. All these pages will be prepopulated and you will simply be required to verify them.

Periodically check the log file once your GAL synchronization is deployed and operational.

Extending GAL Synchronization

Extending GAL synchronization involves the following options and considerations:

· Mail enabled public folder

· Conflict resolution logic

· Migration

· Synchronizing groups

· Synchronizing dynamic distribution lists

· Adding attributes

Mail Enabled Public Folders

The metaverse schema is extended when an object is added. Perform the following additions to extend the metaverse schema.
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To extend the metaverse schema for mail enabled public folders

33. Add a metaverse public folder object in the MA object filter.

34. Add a join rule for the metaverse public folder object.

35. Add a projection rule.

36. Add an Import Attribute Public Folder to the metaverse public folder for the public folder object.

Table 4.26   Import Attribute Public Folder

	Source Active Directory Public Folder
	Metaverse Public Folder

	LegacyExchangeDN
	LegacyExchangeDN

	Mail
	Mail

	MailNickname
	MailNickname

	CN
	CN

	targetAddress
	SCRIPTED targetAddress

	MSExchHideFromAddressLists
	MSExchHideFromAddressLists

	homeMDB
	homeMDB

	proxyAddresses
	proxyAddresses

	displayName
	displayName

	distinguishedName
	distinguishedName

	Name
	Name


37. Add the export attribute flow for the public folder contact for the public folders.

Table 4.27   Export Attribute Flow for the Public Folder

	Metaverse Public Folder
	Target Active Directory Contact

	LegacyExchangeDN
	SCRIPTED Added to ProxyAddresses

	Mail
	Mail

	MailNickname
	MailNickname

	CN
	CN

	targetAddress
	targetAddress

	MSExchHideFromAddressLists
	MSExchHideFromAddressLists

	homeMDB
	NOT PROPAGATED OUT

	proxyAddresses
	SCRIPTED Added to proxyAddresses

	displayName
	displayName

	distinguishedName
	distinguishedName 

	Name
	Name


Perform the following script changes for scripted attribute flow.

The legacyExchangeDN of the contact object must be generated and assigned as follows:

38. It must equal the legacyExchangeDN of the msExchAdminGroup object in Active Directory at “CN=Administrative Groups,CN=Exchange Org Name,CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=...”.

39. All separators in the legacyExchangeDN must be lower case so (/o=, /ou=, /cn=) must all be lower case.

40. It must have a GUID generated and tagged onto the end of it.

41. The LegacyExchangeDN of the person object must be added to the proxyAddresses of the contact.

42. The primary SMTP proxyAddress of the source object, through the metaverse object, is the attribute that must be propagated as the primary SMTP on all target objects in all the forests. Therefore, whatever the primary SMTP proxyAddress is on the source, it is flowed from the source object to the metaverse and to the target.

The rule for proxyAddresses is that there must be at any given time only one primary SMTP proxyAddress. To achieve this, do the following steps:

43. Delete primary SMTP proxyAddress (identified by the capitalized SMTP prefixing the address) from the connector space contact object proxyAddresses.

44. Append the proxyAddresses from the person object to the contact object.

Please note that if there are duplicates, the proxyAddresses does not append them indefinitely. For example, if the person’s proxyAddresses are SMTP:a and smtp:b and the contact object’s proxyAddresses are SMTP:b and smtp:a, the final proxyAddresses for the contact object is SMTP:a and smtp:b. The proxyAddresses of the person object is added to the proxyAddresses of the contact.

Conflict Resolution Logic

As an example of a test for collision detection, imagine there are forests 1, 2 and 3. A user in forest 1 called afell gets propagated to 2 and 3 as contact named afell. There is another afell in forest 2 who gets propagated to forest 1 and 3 as afell. In forest 3, there are now two contacts named afell and it is here that the management agent will add department to distinguish them.

The GAL synchronization collision detection logic that appends department name is not for objects in the metaverse, but for objects in Active Directory. The metaverse uses GUIDS and can distinguish objects with the same name. This is needed in Active Directory where two objects with the same DN will collide and it is in this case that at the management agent level (not at the metaverse) that department is added in the forest where there are duplicates.

Location in Code

If object is a Person and it does not have a connector to any contact, then a connector is added to create a contact in the target forest in the Synchronization organizational unit with the same name. If a contact with that name already exists, a contact is created with the following string concatenation logic: target forest contact -> common name = Person -> common name + Person->department. For example, if the target forest contact common name is Mike Danseglio, this name is concatenated with the department name Fabrikam, and propagated to the metaverse as Mike Danseglio (Fabrikam).

If department is not set or this still presents a conflict, department names for 1, 2 are appended to the name.

The code below from the GAL Sync MV extension refers to the logic where department name is appended to the relative distinguished name of an object when there is a naming conflict in the target forest.

 

    ' There is a duplicate object in the target AD,

                    ' change the cn accordingly to avoid conflict.

                    '

                    If Not extendedNameTried Then

                        extendedNameTried = True

                        Try

                            If mventry(DEPARTMENT).IsPresent Then

                                extendedName = mventry(DEPARTMENT).Value

                            End If

                        Catch ex2 As NoSuchAttributeInObjectTypeException

                        End Try

                    End If

Multiple Management Agents

Be aware that when you have multiple management agents connected to multiple forests, a change to one management agent needs to be synchronized with all the other management agents as well. This is because when you change the data between a forest and the metaverse, you need to propagate those changes from the metaverse to the other forests.

How Gal Synchronization Handles Migrated Objects

Migration from Exchange 5.5 involves the Exchange Mailbox Migration tool. For more information on this tool, see Migration Tip: Migrate Mailboxes from an Exchange Server 5.5 Organization to a Separate Exchange 2000 Organization (http://www.microsoft.com/exchange/techinfo/tips/55migrate2k.asp).

The following algorithm is a sample algorithm using three forests, 1, 2 and 3:

45. Administrator determines that user object X needs to be moved from forest 1 to forest 2.

46. Microsoft Identity Integration Server 2003 is informed that user object X should not be synchronized, causing a HALT. This means that Microsoft Identity Integration Server 2003 does not affect the source user object X in forest 1 or the target contacts for X in forest 2 or forest 3 until notified otherwise.

47. Migration is performed, which means source user object X is moved from forest 1 to forest 2 by the migration tool, which then deletes the contact from forest 2, and then creates moved user X’ and eventually removes the old user object X.

48. At this point synchronization is restarted, which means:

w. Microsoft Identity Integration Server 2003 discovers that X is gone from forest 1, it subsequently deletes the object from the metaverse and attempts to delete all the contacts corresponding to X from forest 2 and 3. Microsoft Identity Integration Server 2003 only deletes the contact from forest 3 (since the migration tool has already deleted it from forest 2).

x. Microsoft Identity Integration Server 2003 discovers user X’ and creates contacts for X’ in forest 1 and 3.

49. To preserve replyability, the legacyexchangeDNs of those contacts which are deleted by Microsoft Identity Integration Server 2003 in step 4 were written back to the proxyAddresses of user X. When the migration tool moved user X, it moved all the appropriate proxyAddresses with it to user X’. Now when Microsoft Identity Integration Server 2003 creates contacts for X’, these contacts are propagated through the system with all the proxyaddresses of user X’s contacts.

Synchronizing Groups as Groups

Considerations

	Problem
	Description

	Possible Lost Mail
	GAL synchronization cannot guarantee that 100% of any group can be synchronized. For example, if a forest has 100 recipients and a group of all 100, GAL synchronization replicates all 100 recipients but for several reasons (conflicts, permissions, filters, etc.) only replicates 95 recipients, plus the group, to a target forest. The group now only has 95 recipients, and if someone in the group tries to send mail to the group, 5 members would not get the mail.

	Synchronization traffic
	In general, the load of all the group changes is a concern.

	Increased message traffic
	Because all groups would now be replicated to the target forests and would first be expanded in the target forest before mail is sent out to the members of the group, there would be substantial load on the servers in the target forest and then substantial message traffic to the users’ mailboxes in their source forest. This is greater compared to the previous scenario where a single message to a group was a single message to the contact representing that group until it reached the source forest where the group was expanded.


Required actions to consider groups as groups syncing

To verify when groups should be synchronized as groups and when Microsoft Identity Integration Server 2003 should still synchronize them as contacts, consider the following psuedo‑code for your scripts:

IF the source forest admin has allowed it (deployment question)

AND If there are NO expansion servers specified

AND If it is NOT a dynamic DL

AND If the target forest admin wants it

AND If HideMembership is not set

AND If the target forest admin wants it (deployment question)

THEN sync as groups

ELSE sync contact

If you decide to synchronize groups as groups, then you need to determine how to differentiate source and target groups (in Active Directory they are the same) by calling out the source or authoritative forest in some way so that cooperative administration does not lead to conflicts, such as when a change in a group in the target forest is applied but this change is not propagated everywhere.

For every new forest, by default GAL synchronization MA will configure groups in the source forest to be exported as contacts in the target forest. If you want to synchronize groups as groups, this must be changed for every new forest you configure in the Metadirectory Manager. Once you change the scripts and recompile, no further action is needed to configure groups in the source to be exported as groups in the target.

Synchronizing Dynamic Distribution Lists
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To synchronize dynamic distribution lists

50. Add a join rule for the object type Dynamic DL within Active Directory to a contact object type in the metaverse.

51. Add the Import and Export Attribute flow rules described below.

Table 4.28   Import Attribute flow for DDL_Group(DDL_Group

	Source Active Directory DDL_Group
	Metaverse DDL_Group

	LegacyExchangeDN
	LegacyExchangeDN

	Mail
	mail

	mailNickname
	mailNickname

	Cn
	Cn

	proxyAddresses
	(Rules extension) targetAddress

	MSExchHideFromAddressLists
	MSExchHideFromAddressLists

	proxyAddresses
	proxyAddresses

	displayName
	displayName

	distinguishedName
	distinguishedName


A targetAddress is constructed based on the matches between proxyAddresses and the first SMTP mail domain suffix managed by the source forest. If no match is found irrespective of the administrator’s setting, an error is logged in the log section.

ProxyAddresses flow directly because Microsoft Identity Integration Server 2003 assumes that there will only be one primary SMTP proxyAddress from the authoritative source object. If this is changed, then the flow of proxyAddresses must be changed to be scripted to check for this change.

Table 4.29   Import Attribute flow for Contact(DDL_Group

	Active Directory target
contact Attribute
	Metaverse Group
Attribute
	Logic

	LegacyExchangeDN
	Forest_LegacyExchangeDN
	Assign the value of LegacyExchangeDN of the contact object from that forest to the multi-valued attributes called LegacyExchangeDN. This is NOT scripted but direct.


Table 4.30   Export Attribute Flow for DDL_Group(DDL_Group

	Metaverse Group Attribute
	Active Directory
Group Attribute
	Logic

	LegacyExchangeDN(s)
	ProxyAddresses
	Ensure that ProxyAddresses of AD user contain all the LegacyExchangeDN attributes where Forest is not the same as the forest the user account is coming from. This is NOT scripted but direct.


Table 4.31   Export Attribute Flow for Group->Contact

	Metaverse Group
	Target AD contact

	(NOT a metaverse attribute) Admin UI Setting Exchange Administrative Group
	(Rules extension) LegacyExchangeDN

	LegacyExchangeDN
	(Rules extension) Added to ProxyAddresses

	Mail
	mail

	mailNickname
	mailNickname

	Cn
	Cn

	targetAddress
	targetAddress

	MSExchHideFromAddressLists
	MSExchHideFromAddressLists

	SCRIPTED proxyAddresses
	proxyAddresses

	displayName
	displayName

	distinguishedName
	distinguishedName

	MapiRecipient
	MapiRecipient


52. The legacyExchangeDN of the contact object must be generated and assigned as follows:

y. It must equal the legacyExchangeDN of the msExchAdminGroup object in Active Directory at “CN=Administrative Groups,CN=Exchange Org Name,CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=...”.

z. All separators in the legacyExchangeDN must be lower case so (/o=, /ou=, /cn=) must all be lower case.

aa. It must have a GUID generated and tagged onto the end of it.

53. The LegacyExchangeDN of the group object gets added to the proxyAddresses of the contact

54. The primary SMTP proxyAddress of the source object, through the metaverse object is the one that Microsoft Identity Integration Server 2003 want to propagate as the primary SMTP on all target objects in all the forests. Therefore, whatever the primary SMTP proxyAddress is on the source, it is flowed from the source object to the metaverse to the target.

Adding Attributes

If you want to use GAL Sync to add attributes to the GAL that will be viewable to users, you may do so by adding the attributes in the attribute filter screen during MA setup.  For example, if you want KMS functionality, you can add the appropriate certificate attributes to the user interface, and the attributes will be flowed directly from source to metaverse to target.

Troubleshooting GAL Synchronization

The following topics are discussed in this section for troubleshooting GAL synchronization:

· Log and error messages

· Common issues and errors

Log and Error Messages

Table 4.32 lists the common Microsoft Identity Integration Server 2003 log and error messages associated with GAL synchronization, along with the troubleshooting prescriptions.

Table 4.32   Log and Error Messages

	Messages
	Action

	Join messages
Contact in connector space tries to join to two possible objects in the metaverse and neither of them is a provisioned contact:

There are multiple objects representing the same entity in the metaverse, they are <forest name, DN of object 1, forest name, DN of object 2, etc>. Microsoft Identity Integration Server 2003 cannot join, please examine the object <DN of object that failed the join, forest name> and the join rules and determine what attribute(s) caused the conflict. Please clean up the object to allow it to be propagated to other forests if it is authoritative or use Account Joiner to connect it to a metaverse object to have Microsoft Identity Integration Server 2003 maintain it.
	Examine both metaverse objects, and determine which one is the nonauthoritative one. Ensure that the nonauthoritative one, that reports that it is authoritative because it is a user, group or in the authoritative contacts container, is appropriately tagged as nonauthoritative.

After deletion, run import, full synchronization, and export to make the change effective.

If both are authoritative, determine what attribute caused the target object to join to two objects, and appropriately update the target or source objects to remove this join criteria. For example, if the overlapping proxyAddresses caused the problem, delete the proxyAddress that is common to all three objects from the contact that should not contain it.

	Contact in connector space tries to join to two possible objects in the metaverse and one of them is a provisioned contact:

There are multiple objects representing the same entity in the metaverse, they are <forest name, DN of object 1, forest name, DN of object 2, etc>. One of these objects: <forest name, DN of object> was created by Microsoft Identity Integration Server 2003. This object will be deleted and the join will take place with this object <forest name, DN of object>.
	No action required

	Contact from the authoritative contacts organizational unit attempts to join when it should be projected:

There are two authoritative objects representing the same entity in the metaverse, they are <forest name, DN of object 1, type of object; forest name, DN of object 2, type of object…etc>. One of these objects <forest name, DN of object from forest where contact in connector space is from forest indicated by contact_forest> will be propagated to other forests until this conflict is resolved by removing or modifying one of the objects so that they no longer collide.
	Examine both metaverse objects, and determine which one is the nonauthoritative one. Ensure that the nonauthoritative one that reports that it is authoritative because it is a user, group or in the authoritative contacts container is appropriately tagged as nonauthoritative.

After deletion, run import, full synchronization, and export to make the change effective.

	Provisioning messages
User - A contact for this user object <CN of Person> object called contact <DN of contact> already exists in forest <target forest name>. If you would like to preserve this contact and have us manage it, please move the contact into the Synchronization organizational unit. If you would like us to create a new contact and manage it, please delete this one.
	 

	User - Multiple contacts for this user object <CN of Person> object already exist, they are: contact 1<DN of contact> already exists in forest <target forest name> | contact 2 <DN of contact> already exists in forest <target forest name>. If you would like to preserve a contact and have us manage it, please move the contact into the synchronization organizational unit and delete all others. If you would like us to create a new contact and manage it, please delete all other contacts.

Contact - A contact for this contact object <CN of contact_forest from forest <source forest name>called contact <DN of contact> already exists in forest <target forest name>. If you would like to preserve this contact and have us manage it, please move the contact into the synchronization organizational unit. If you would like us to create a new contact and manage it, please delete this one.

Contact - Multiple contacts for this contact object <CN of contact_forest> from forest <source forest name> already exist, they are: contact 1<DN of contact> already exists in forest <target forest name> | contact 2 <DN of contact> already exists in forest <target forest name>. If you would like to preserve a contact and have us manage it, please move the contact into the synchronization organizational unit and delete all others. If you would like us to create a new contact and manage it, please delete all other contacts.

Group - A contact for this Group object <CN of Person> object called contact <DN of contact> already exists in forest <target forest name>. If you would like to preserve this contact and have us manage it, please move the contact into the synchronization organizational unit. If you would like us to create a new contact and manage it, please delete this one.

Group - Multiple contacts for this Group object <CN of Person> object already exist, they are: contact 1<DN of contact> already exists in forest <target forest name> | contact 2 <DN of contact> already exists in forest <target forest name>. If you would like to preserve a contact and have us manage it, please move the contact into the synchronization organizational unit and delete all others. If you would like us to create a new contact and manage it, please delete all other contacts.
	 

	Deprovisioning messages
When any object is deprovisioned that is not in the Synchronization organizational unit, the following message is written to the log:

The source object <source object CN> associated with this target object <target object name> from forest <target forest name> has been deleted, the target object should also be deleted but it is outside the SYNCHRONIZATION ORGANIZATIONAL UNIT. Please delete the object manually or move it into the SYNCHRONIZATION ORGANIZATIONAL UNIT
	 

	Projection messages
User found in the Synchronization organizational unit:

A user object <connector space entry of object = DN of object, MA name> has been found in the synchronization organizational unit, this will not be projected, please move it out of the synchronization organizational unit if you want this object to propagate to other forests.

Group found in the synchronization organizational unit:

A group object <connector space entry of object = DN of object, MA name> has been found in the synchronization organizational unit, this will not be projected, please move it out of the synchronization organizational unit if you want this object to propagate to other forests.
	 

	Attribute Flow Messages
When target address cannot be created for a user or a group because there is no match between proxyAddresses and the first smtp mail domain suffix provided by the administrator, Microsoft Identity Integration Server 2003 throws an exception and logs an error.
	 

	Other messages
If changes are made to the XML configuration files to include new objects but not the custom extensions, Microsoft Identity Integration Server 2003 throws an UnexpectedDataException and logs it.

If a user adds a label for a scripted flow rule, join rule, but does not update the custom extensions, Microsoft Identity Integration Server 2003 throws an extension.

Adding an object and using existing attribute flow rules will throw an exception because the administrator must confirm that the flow rules apply to this object type.
	 


Common Issues and Errors

When you are performing GAL synchronization, if you find that after an export no user, group or authoritative contact appears in the target forest, it could be due to the following conditions.

· The user, group or authoritative contact object in the source forest may be located in the authoritative contacts container(s). Consequently, GAL synchronization will ignore that user, group or authoritative contact object as Microsoft Identity Integration Server 2003 only expects to find contacts that are to be synchronized into target forests in the authoritative contacts container.

· If the user, group or authoritative contact object is in the synchronized data organizational unit, it will not be imported into the metaverse and exported to a target forest. This is because the Microsoft Identity Integration Server 2003 synchronized data organizational unit is only contains contacts that are being managed by Microsoft Identity Integration Server 2003 and have been created or updated in this forest based on authoritative objects in other forests. This organizational unit must not contain any authoritative objects like users, groups or authoritative contacts.

· Confirm that the user, group or authoritative contact is in one of the container(s) specified by the Microsoft Identity Integration Server 2003 administrator in the container picker setup screen during GAL MA creation. If it is not, then GAL synchronization will not read that user, group or authoritative contact object, as it only reads objects in the specified containers.

· If the user has a mailbox, then the object will not have a targetAddress and therefore, during projection, import attribute flow will generate a targetAddress for this user based on a match between the administrator provided SMTP suffix and the user’s proxyAddresses. If no match is found, a targetAddress cannot be generated and this object will not be projected. Consequently, the administrator must make sure that they enter the appropriate SMTP suffix for users and groups during GAL MA creation.

· In your Active Directory, you cannot have authoritative containers beneath the MIIS Sync OU. This means the authoritative contacts OU you select while creating the Gal Sync management agent must be at a higher level then the target OU.

· Among other permissions, the Gal Sync management agent requires the Read Only Delegation permission on the Exchange Organization object. Without this permission, the management agent will be unable to browse Administrative Groups.

· When the users revisits an MA after creation, or creates an MA then turns on the Rules Extensions a warning dialog associated with full synchronization appears.  Please ignore this dialogue and select "Not Display the Warning Again" and proceed to use the Run profile as specified.

· To select a partition for an MA to synchronize from or synchronize to, that partition must be explicitly selected. It is not sufficient to select the parent partition.

If you no longer want a particular authoritative contacts container to be synchronized while you are performing GAL synchronization, remove that container from both the GAL synchronization configuration screen in the GAL MA and the container picker screen. This will ensure that not only are new contacts in that authoritative contacts organizational unit not synchronized, but that all previous contacts that were synchronized into other forests are deleted from those target forests.

